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Internet of Things



Internet of Things
Why there is so much interest?



Smarter Products
That Get Better
with Time




All the music on earth, in every room of your home, wirelessly

Sonos Is the smart
speaker system that
streams all your favorite
music to any room, or
every room.

Control your music with
one simple app, and fill
your home with pure,
Immersive sound.



Connected products improve over time

» Audiobooks WIiMP Songza « On-demand music

» On-demand music QQ Music Simfy « Internet radio
DAR.fm Qobuz « Streaming for your
Amazon Music Murfie CD or vinyl collection
JB Hi-Fi Now

SiriusXM
Pandora

Tuneln Radio

Deezer

Spotify
Concert Vault

Rdio
Duomi
Stitcher
JUKE
Slacker

4

« Satellite and

internet radio

« Internet radio from
around the world

« On-demand music
« Live concert archive

« On-demand music

« On-demand music

« Internet radio

« Podcasts

YouSee Play Musik
The Hype Machine
TDC Play Musik

Xiami Music Deezer Elite
adionomy Blinkbox Music
RUSC

NetEase Music

radioPup

SoundCloud

« On-demand music
« Music blog aggregator

« Internet radio

« On-demand music in regular

and high definition formats

« Internet radio

« Podcasts

« Original music from creators

« On-demand live
session recordings
« Curated playlists

« Hindi on-demand music




Connected products provide unique insights

92% of all listening
on Sonos is
streaming music.

B Private Library

United AUS
Kingdom / NZ

United

Sweden Norway Netherlands France
States

Germany Canada




Smarter Products Processes That Are
That Get Better More Efficient
with Time and Predictable




More Data



More Data

More Knowledge



Smarter Products
That Get Better
with Time

Closer
Relationship with
Your Customers

Processes That Are
More Efficient
and Predictable



Closer Feedback



Closer Feedback

Agile Methodology




Smarter Products
That Get Better
with Time

Closer
Relationship with
Your Customers

Processes That Are
More Efficient
and Predictable

Offerings
That Were
Not Possible Before




We are enabling
the transformation
of healthcare to
a networked,

patient-centric mod



HealthSuite digital platform
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Clinical informatics

HealthSuite
digital platform

Open and cloud based

Data sources
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EMR Digital pathology PACS Patient monitor MRI Genomics Labs (LIS) Ventilator GoSafe Scale Blood pressure




HealthSuite |loT Architecture based on AWS

Internet of things

Data sources

Connected devices Sound
Sensor data

Acceleration ~ orientation

S Heart rate

Light

Proximity

()

~ HSDP ~
Home Gateway

Temperature

Lifeline Smartphone water leaks

pendant

Voice control

HealthSuite digital platform
device cloud
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Amazon services used by Philips are a.o.:
EC2, S3, Glacier, Lambda, SNS

Caregiver




Smarter Products
That Get Better

Processes That Are
More Efficient

with Time and Predictable
Closer Offerings
Relationship with That Were

Your Customers

Not Possible Before



Product
Interface



Mediated

Interface




Simulated
Interface




Direct
nterface
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The Product is
The Interface



Communication

Happens Naturally

The Product is
The Interface




Communication

Happens Naturally

“Thank You”

“Goodbye”




Communication

Happens Naturally

Alexa Voice Service
(AVS)

Alexa Skills Kit
(ASK)




A Lot of Efforts Are Still Required...



Devices
Are Hard to
Connect, Manage




Devices Things
Are Hard to Do Not Interoperate
Connect, Manage Out of The Box




Devices Things
Are Hard to Do Not Interoperate
Connect, Manage Out of The Box

Low
Signal to Noise Ratio
in Collected Data




Devices
Are Hard to
Connect, Manage

Things
Do Not Interoperate
Out of The Box

Low
Signal to Noise Ratio
in Collected Data

Applications
and Things
Do Not Always Match



Applications

Web

Telemetry

Devices
RESTful



Devices
Are Hard to
Connect, Manage

Low
Signal to Noise Ratio
in Collected Data

Things
Do Not Interoperate
Out of The Box

Applications
and Things
Do Not Always Match



How to make loT Simple ?



How to make loT Simple ?
For Developers
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Security Scalability



AWS loT : ; : @

AWS SERVICES

With these endpoints you can deliver
RULES ENGINE . .
MESSAGES MESSAGES Transform device messages : messages o eveny ANKS senvice
. D ' D based on rules and route to :
AWS Services !

AWS loT DEVICE SDK | AUTHENTICATION DEVICE GATEWAY
Set of client libraries to connect, ' & AUTHORIZATION Communicate with

authenticate and exchange messages Secure with mutudl devices via MQTT,

authentication and encryption WebSockets,
andHTTP1.1

' APPLICATIONS
DEVICE SHADOWS Applications can connect to
Persistent device state during shadows at any time using an AP
intermittent connections '

REGISTRY
Assign a unique identity to




AWS loT

AWS loT DEVICE SDK
Set of client libraries to connect,
authenticate and exchange messages
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AUTHENTICATION
& AUTHORIZATION

Secure with mutual
authentication and encryption

REGISTRY
Assign a unique identity to

DEVICE GATEWAY
Communicate with
devices via MQTT,

WebSockets,
and HTTP 1.1
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RULES ENGINE
Transform device messages
based on rules and route to

AWS Services

AWS SERVICES
With these endpoints you can deliver
messages to every AWS service.

O =

DEVICE SHADOWS

Persistent device state during
intermittent connections

APPLICATIONS
Applications can connect to
shadows at any time using an AP

Authentication & Authorization

AWS Auth
+
HTTPS

MQTT
+
Mutual Auth TLS

WebSockets
wss://...
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RULES ENGINE
— . Transform device messages
! ’ 2 based on rules and route to

AWS loT DEVICE SDK
Set of client libraries to connect,

authenticate and exchange messages

AWS Services

AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with

AWS SERVICES

With these endpoints you can deliver
messages to every AWS service.

Secure with mutual devices via MQTT,

authentication and encryption WebSockets,
and HTTP 1.1

O =

DEVICE SHADOWS

Persistent device state during
intermittent connections

Registry

APPLICATIONS
Applications can connect to
shadows at any time using an APl
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Hardware Revision

Firmware Version
Serial Numbers
Device Type
Device Group
Device Description

Link to Product
Documentation
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RULES ENGINE

Transform device messages
based on rules and route to
AWS Services
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AWS loT DEVICE SDK
Set of client libraries to connect,

authenticate and exchange messages

A 4

AUTHENTICATION
& AUTHORIZATION Communicate with

N == "f"'f:—:f”"' 7
DEVICE GATEWAY

AWS SERVICES

With these endpoints you can deliver
messages to every AWS service.

Secure with mutual devices via MQTT,

authentication and encryption WebSockets,
and HTTP 1.1

O =

DEVICE SHADOWS

Persistent device state during
intermittent connections

@

REGISTRY
Assign a unique identity to

Device Gateway

APPLICATIONS
Applications can connect to
shadows at any time using an APl

Millions of devices
and apps can
connect over

MQTT,
WebSockets,
and HTTP 1.1

Powerful
Pub/Sub Broker
with Long-lived

bi-directional
messages




AWS loT
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AWS loT DEVICE SDK
Set of client libraries to connect,

authenticate and exchange messages

A 4

AUTHENTICATION

& AUTHORIZATION
Secure with mutual
authentication and encryption

@

REGISTRY
Assign a unique identity to

DEVICE GATEWAY
Communicate with
devices via MQTT,

WebSockets,
and HTTP 1.1
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RULES ENGINE
Transform device messages
based on rules and route to
AWS Services

AWS SERVICES

With these endpoints you can deliver
messages to every AWS service.

O =

DEVICE SHADOWS

Persistent device state during
intermittent connections

Rules Engine

APPLICATIONS
Applications can connect to
shadows at any time using an APl
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Simple & Familiar
Syntax

SQL Statement to
define topic filter
with JSON support

Functions improve
signal : noise

SELECT *
FROM ‘things/thing-2/color’
WHERE color = ‘red’




AWS loT DEVICE SDK

Set of client libraries to connect,
authenticate and exchange messages

AUTHENTICATION

& AUTHORIZATION
Secure with mutual
authentication and encryption

REGISTRY
Assign a unique identity to

DEVICE GATEWAY
Communicate with
devices via MQTT,

WebSockets,
and HTTP 1.1
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RULES ENGINE
Transform device messages
based on rules and route to

AWS Services

AWS SERVICES
With these endpoints you can deliver
messages to every AWS service.

O =

Persistent device state during
intermittent connections

Device Shadow

APPLICATIONS
Applications can connect to
shadows at any time using an AP

Intermitted
Connections

Persistent
Device State

(JSON)

Desired Vs Reported
=> Delta

RESTful API




AWS loT

(@ Embedded C
\\'/ AWS SERVICES
RULES ENGINE ’ With these endpoints you can deliver

Transform device s messages to every AWS service.

based on rules and route to
AWS Services

JavaScript
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AWS loT DEVICE SDK | AUTHENTICATION DEVICE GATEWAY
Set of client libraries to connect, & AUTHORIZATION Communicate with
authenticate and exchange messages Secure with mutual devices via MQTT,

authentication and encryption WebSockets, 4 \W }
and HTTP 1.1 ) R ¢ Q S

Java

APPLICATIONS

Python

intermittent connections

/—\ DEVICE SHADOWS Applications can connect to
i { .M. \ I Persistent device state during shadows at any time using an AP

REGISTRY
Assign a unique identity to

Arduino Yun

Android

Open Source
AWS loT Device SDK
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Serverless loT Analytics

MQTT or
Device Shadows
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/I\/IQTT AWS loT Kinesis [nesis Kinesis Lambda
. . Analytics .
Topics Rules Firehose Stream Function
-~ alele
loT
Sensors D
(MQTT) -
Web App 83 BUCket

(MQTT over
WebSockets)



Geohashes





















1001111000...



(latitude, longitude) — geohash



(52.233333, 21.016667) = u3gcnhzc5z48

Warsaw




(52.233333, 21.016667) — u3qcnhzc5z48

Using Base32 encoding
1 character = 32 (2°) possible values — 5 bits




</demo>



AWS loT

AWS loT DEVICE SDK ' AUTHENTICATION DEVICE GATEWAY
Set of client libraries to connect, . & AUTHORIZATION Communicate with

authenticate and exchange messages Secure with mutual devices via MQTT,
authentication and encryption WebSockets,

andHTTP11
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REGISTRY
Assign a unique identity to

RULES ENGINE
Transform device messages
based on rules and route to

AWS Services

AWS SERVICES

With these endpoints you can deliver
messages to every AWS service.

DEVICE SHADOWS

Persistent device state during
intermittent connections

APPLICATIONS

Applications can connect to
shadows at any time using an AP




Build Apps With Services,
Not Servers
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